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CP4391 SECURITY PRACTICES LTPC3003

COURSE OBJECTIVES:

To learn the care fundamentals of system and web security concepts

To have through understanding in the security concepts related to networks
To deploy the security essentials in IT Sector

To be exposed to the concepts of Cyber Security and cloud security

To perform a detailed study of Privacy and Storage security and related Issues

UNIT1 SYSTEM SECURITY 9
Model of network security — Security attacks, services and mechanisms — OS] security architecture -
A Cryptography primer- Intrusion detection system- Intrusion Prevention system - Security web
Applications- Case study: OWASP - Top 10 Web Application Security Risks.

UNITIT NETWORK SECURITY 9

Internet Security - Intranet security- Local Area Network Security - Wireless Network Security -
Wireless Sensor Network Security- Cellular Network Security - Mobile security - IOT security — Case

Study - Kali Linux.
UNIT I SECURITY MANAGEMENT 9

Information security essentials for IT Managers- Security Management System - Policy Driven
System Management- IT Security - Online Identity and User Management System. Case study:

Metasploit
UNIT IV CYBER SECURITY AND CLOUD SECURITY 9

Cyber Forensics- Disk Forensics — Network Forensics — Wireless Forensics — Database Forensics —
Malware Forensics — Mobile Forensics — Email Forensics- Best security practices for automate
35 Cloud infrastructure management - Establishing trust in TaaS, Paa$, and SaaS Cloud types. Case

study: DVWA
UNITV PRIVACY AND STORAGE SECURITY 9

Privacy on the Internet - Privacy Enhancing Technologies - Personal privacy Policies - Detection of
Conflicts in security policies- privacy and security in environment monitoring systems. Storage Area
Network Security - Storage Area Network Security Devices - Risk management - Physical Security

Essentials.
COURSE OUTCOMES:

CO1: Understand the core fundamentals of system security

€O2: Apply the security concepts to wired and wireless networks
CO3: Implement and Manage the security essentials in IT Sector
CO4: Explain the concepts of Cyber Security and Cyber forensics

COS5: Be aware of Privacy and Storage security Issues.
' TOTAL: 45 PERIODS

Dr. G. Balakrishnan, ME,, Ph.D,,
Principal
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AlIM:

To protect the confidentiality of information by preventing unanthorized access or disclosure of sensitive data

OBJECTIVES:

To learn the core fundamentals of system and web security concepts

To have through understanding in the security concepts related to networks
To deploy the security essentials in IT Sector

To be exposed to the concepts of Cyber Security and cloud security

To perform a detailed study of Privacy and Storage security and related Issues.

Ll

PREREQUISITES: Access, Authentication, and Authorization Management..

COURSE OUTCOMES:

Afier the course, the student should be able to:

L co T T ____ CourseOutcomes ~_ | POs_[PSOs |

C213.1 | Understand the core fundamentals of system security { 1,234 1.2
L Ei_l?'i: hAEMHé?ezﬁhrit}—é—gﬁzép:is to wired and wireless networks | 1,2,3 ,:i_wl ;2 |
C2133 -fhlmplefnent and Manage the security essentials in IT Sector - §g 12341 12 |
~;EZ"I:?“: 47 Expléin the concepts of Cyber Security and é;ber forensics o } 1,2,3.4 L2
| C213.5 ; Be aware of Pfi.;;cy and S—torag'éwskgc—:uﬁfy_ Issues T i § 1,2,3,3 73 1,2 f
i C2136 Protect aﬁ_&emgfnﬁﬁEEYStems and networks from cyber sect;fi‘fiféitacks o | 1,234 ;— 12 |
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S.No | Date | Period | Tepics to be Covered Page
_L_ ! _ . No.

i UNIT -I - SYSTEM SECURITY ﬁ
. - . Targetperiods:12 - o
‘ M|5_2_; i Model of network < security NS __4
iL _ielehe 2 Secunty attacks, services and mechamsms g T
} fbleho 3 ; OSIsecurity arc archltecture . - {
4 rllel T AC Cryptography primer — ]
| 5 dalsle | ) Intrusion detection system e . 1 T1 |

s _20lelz! 9 | Intrusion Prevention system ——e 7
7 2! .%  Security webapplications o ,EL _]

ms he, | Caseswdy:OWASP | LT
L ﬁb\mz» L .| Top 10 Web Application Security Risks jC_ LE .
¢ T1 |
I UNIT I -NETWORK SECURITY i
. Target periods :12 ) |
ng kq_[g_hg_ &_ 1 Internet Secunty o o T2
F 1 1 i&o(?}.u- a3 Intranet security- Local Area 1 Network Secunty o | 2 |
[ 2 [q ly 2_ H 7 Wireless Network Secunty e 'f T2 ;
%) ‘R‘LL 1 f Wireless Sensor Network Security . T2 1
15 “fq w2 Cellular Network Securxty h - i ..g_wl:;“ ]
16 !€C9 als2. 3 | Mobilesccurity o i T3
L 2 §2?j z f+ IOT security . . D i T3 ‘
| 18 2elq hao T CaseStudy-KaliLimw I A - "}
, o - I |
; UNIT I - SECURITY § MANAGEMENT s’

Target Periods :12 o

19 ’,Q\g !41..,_1 L Infonnatlon security essentials for IT Managers ‘j
f 20 g lalyr 2 Secunty 'Management System o - Tl 1
\q\u,. R ! Pohcy icy DrivenSystem Manavement e ) ___I_L_“ _1*
f— LLQ, 22 Li LIT Security L e e W 2
Zhelar, Online Identity and User Management System R "I_'~2__q ]
] 24 Y’:X»\W-LL. eL | Case study: Metasploit R T
"UNIT IV -CYBER SECURITY AND CLOUD SECURITY o y
____Target Periods :12 e - J
LZS l ZLﬂ; M 4 Cyber l*orens:cs- Disk Porensms T3
] e 1
6 milwlzs | | NetworkForemsios . SR SR V- N
~ 27 gm\% o erclcss Forensics 3
| ?Hhob.t 5 Database Forensics R §

[ 29 aihiobel b Malware Forensms o T3
30__,‘4;"{@{% .1 Mobile Forensics _ o T
|31 Js. ”Jmh}: A i Enlaﬂ Forensics . L 1 T3 |
| 32 galulge 3 | Best security practices for automate T2
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N |_Cloud infrastructure management |
r N&E— + Establishing trust in JaaS —— ? T2
35 f"?.g_., | PaaS, and SaaS Cloud types ! T2
35 m_ 5 | Casestudy:DVWA B T2
il S .
,’ UNIT Y- PRIVACY AND STORAGE SECURITY
R - Target Periods:12 o
L 37 13y ﬁ; | Privacy on tl n the Internet . B * T3
i 38 Slolen ! _1§ Privacy Enhanc ing Technologies I T3
L o IE_LMZ | ,_’2 - Personal privacy Policies . ; T3
[ 40 ray D + Detection of Conflicts j in security policies R
41 3Mnlea| £y | privacy and securit in | environment monitoring sv vstems. T3
L 42 baluhe |1 | Storage AvesNetwork Security- T2
;’ 43 E_';jh Lo q?:_ Storage Area Network Security Dev1ces - i M;___ T2
L 4 2ghlys | O | Riskmansgement - v
[ 45_;3?’!;‘-& Ly | Physical Security Essentials. e T2
Book Reference -Text Books
| SL_ | Titleofthe Book | Author | Publisher [Year |
| | T | |
[ Computer and |
,J Information Security | Third Edition, '
1. | Handbook ‘ John R. Vacca | Elsevier, | 2017 |
| ] } |
r' | Principles of Michael E. Whitman, Seventh Edition, |
2. | Information Secunty Herbert J. Mattord. Cengage Learnin | 2022 }
| | ] | ag g . .
| |i Elementary | Jones and Bartlett [
| 3 | Information Securits | Richard E. Smith | Learnin: | 2019 |
| S } Title of the Book ,{Author r Publisher ] Year _-_T'
’ ' [ The Primer for Getting Started r
( | The Basies of Digital , in Digital
| 1 | Forensics John Sammons | Forensics ] 2012 |
| Digital Forensics | |
J with Open Source | I
[ 2 Tools | John Sammons S nyress, ISBN | 2012 |
' ‘ Privacy and Security [ Computer ' '
| . for Cloud fiani Pearson, George Yee f Communications and Networks,
| 3 [ Computin: o [ Sprinver 2013
Website _g@ferences
htt //nteliitm,ac.in/courses, hy ?branch=Com ute s
www.freebooks ot.com
= N
Signa t the Faculty in-charge ; Hod/CSE
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Name of the Facuity :G REVATHI Course Code & Name:CP4391 & SECURITY PRACTICES

Degree & Program:M.E. /CSE  Semester & Section: III / A Academic Year: 2022 -2023 /ODD

1.Mapping of Course Qutcomes with POs & PSOs.( before CBS)

_Table.1 Mapping of COs, C, PSOs with POs - before CBS.

-*Cuoﬁr;e'"ﬁpdi_; 'Po2TPO3 | PO4  PO5 | POG | PO7 | POS | PO9 | PO10 | PO11 | PO12 | PSOI1 ;”i’gq‘z |
il 227 L3 3 1113 |~ | - [ 3 T 773
€32 2 | 2 | 1 | 1 3 37 T T O O I R
Ca33 2 "3 1 1 -3 L O IO T O R O I 3
C2134 | 2 } 2000 N S N A O O T I O O 3 - 12
€35 2 | 2 11 }M L f 3 1 3 1 -t 1 ] - {3 | - 173
LC21362;251_j113;13_+”;“_1 - 3 - 3|
leas [ 2 |2 "1 1 T3 L1134 - 1 =4 3 { - 1 3 |

IL. Identification of content beyond syliabus.

[ _ Table.2 Identification of content beyond syllabus o ,,
Taso | POs strengthened/ | . |
Details of Content Bezfmd Syllabus(Cl?S) adied vacant filled i o E‘?/Umt ]

. . . PO5(2) Vacant | C213.5 & C213.6/

~Secumty Practices i filled B i V&V J

I1. Mapping of Course Qutcomes with POs & PSOs, (After CBS)

e oo _Lable.3 Mapping of COs, C. PSOs with POs- after CBS, .
 Course | POT | PO2 | PO3 | PO4 { PO | PO6  POT ; PO8 | PO9 | PO10 | POTT | PO12 T PSOI | PSO2 |
| ,

P L__ L8 I I _ -
€31 2 | 2 1 71! 3 f 3 l I O TR I B 1.2 |
222 NP N N N T 2 S O S I il
»gg;ssw_z__z__l51;-Mg371,3__;k_ 1 - 3 - 3
L2134 2 | 2 !w-lu__i 13 13171 3 L= 1 1T 7173 - 2
2135, 2 | 2 |1 1| -5 713 I;_J 3 - 13
2361 2 (2 1V L0 |3 13 T 3 - i3 ]
CZIS‘JZ?}_LI;1[-*3?*&_1@_?»35____- 1 [ - 3 - 3
“‘"géﬁ ¢ of the Faculty Dr. G. Balakrishnan, M.E, Ph.D, HoD/CSE
Principal
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' Assi - Date of Issue: ; CMarks
Assignment - -\ ate of Issue: QJ” . { _Nfar o
Course code Course Title

e P ] Seewnly TP, |
Year | Semester/Section “(IT_ /@ ~ | Dateof Submission: |1 fql>2]
'Q.No - Questions Cco ‘

i Bxploin incotall an oo T Aalitedvoas _Corbd |
2

E)(Y?\mr\ [l &WI (e z_m\b o DY b&)‘* mcjmpnl |
Mark Allocation
Rubries | Marks Allocated  Marks obtained
i | .
i Content Quality ? 6
; ? o 5
% Presentation Quality 2 %
| 2
Timely submission 2 ]
|
I : 0 4 = ST
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; L&
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CE— SR SO Y 1 e I L —
Subject Code & Name
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o -3 =
-~ =3 ; 3 f L g } $E =8
g g i =2 ’ E‘ & E . E E ; =%
3 & | 2= A | 48 | &
= | | |
5 4 3 2 I |

L Delivery of Lectures by Interactive Communication

1

e

2. Use of Teaching Aids and ICT

"3 Levelof Prepa:edx;es_s: & f{ﬁowledgc Level

I IO
4. Involvement in mentoring and guiding

5. Effective Time mai;;gemcm

6.
Is the teacher completing syllabus as per lecture schedule?

g Is the teacher addressing grievances on answer scripts of 1A

" while distributing?
9. o
1s the teacher covering content beyond syllabus (CBS)?
10. I the teacher punctual to class?

o

is;éheg :::;her dlstnbutmg answer scripts of students as per | 7]
%

v
7

-

0 fdd—

HoD/CSE
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i ‘ (Approved by AICTE, New Delhi and affiliated to Anna University, Chennai) |
; Internal AsmmentExgy_ pialieny . D Date/Session 29/08/22/FN | Marks . se
| Coursecode  CP4391 | Course Title_ SECURITY ) rgAgTICEs ) ]
. Regulation } _:—2021 ) | Dumhon . 90 minutes Academ;c Year | | 2022-2023 g
| Year 8§ z Semester o ]_Dcpartment_ ___CsE
| COURSE OUTCOMES - S
' €OL: | To learn the core fundamentals of sy svstem and web security concepts o ~
| COZ IWTQ“ hay_p _“th_;g_ligh understandmg in the e security concepts related to networks
[ cos: . To deploy the security essentials in IT Sector o
cos: To be exposed to the concepts of Cyber Security v and cloud security o
| cos: 5: | To perform a detailed study of Privacy v and Stora..‘e security and related Issues
006 N To deswn and develop a security architecture for a ‘an oryanization L e
_f;N T T  Question o | €6 [BIs]
' PART A
(Answer all thg_g_uestmns 10x2=20Markst SR
_1 List out basic primitives of c communication service interface e K
.2 Define send and confirm primitives L« K2 |
3 __|Whatis mean by Access ; control o C1 KI
[ 4 Defi ine Application security Ct | K|
Bk j[}‘eﬁne: Coptogeaphy R
i 6 'What is mean by Malicious code (Malware)" Ky
7 Define Physmal security? e K
R 1~s?t~f1“<: various aspects in IT Security o - ez | K
9  Define Injectlon attack @ ‘f B |
16 " Define Byzantine attack L o L2 K|
| PART B ;
| __|Auswer all the Questions2x10=20Marksy
| 118 _L:xplain about Securits policies and variety functions of fms .~~~ e Ki f
{ OR
- 1ibkxplain about Ty pes of firewalls . o e Ko
123 B erte short notes on Security _management Security | € K]
__OR
12b ~ W rite short notes on  control for -Enforcing securily Policies in Distributed Systtm | €2 .

PART C

(Answer all the Questions 1 x 10 =10 Marks)

13a Lplam about Symnigtmc and Asymmetric Mutual Authentication Methods _
OR
S 13b k )_g*lgi_n about Securiry policies and variety functions of IDS
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Internal Assessment-1

List out basic primitives of communication service interface
* Request — A service node wants some service from its adjacent layer to pass the
parameters to mention the requested service. _
* Indication — Another Service node or receiver node gets an indication that a
procedure has been invoked by the adjacent service node.
Define send and confirm primitives,
SEND primitive does not block even if there is no corresponding execution of the
RECEIVE primitive,
The corresponding Confirm primitive can be either blocking or non-blocking

What is mean by Access control?
Identifying a user based on their credentials and then authorizing the

appraopriate level of access once they are authenticated.

Define Application security
Application security is the process of developing, adding, and testing security

features within applications to prevent security vulnerabilities against threats such as
unauthorized access and modification

Define Cryptography
Cryptography is the process of hiding or coding information so that only the

person a message was intended for can read it
What is mean by Malicious code (Malware)?

Malicious code is harmful computer programming scripts designed to create or
exploit system vulnerabilities
Define Physical security?

Physical security is the protection of personnel, hardware, software, networks
and data from physical actions and events that could cause serious loss or damage to an
enterprise, agency or institution
List the various aspects in IT Security

The basic tenets of information security are confidentiality, integrity and
availability, Every element of the information security program must be designed to
implement one or more of these principles.

Define Injection attack

An injection attack is a form of cyberattack in which information is sent to alter
the system's interpretation of commands
Define Byzantine attack

The game theory analogy behind the Byzantine Generals Problem is that several
generals are besieging Byzantium. They have surrounded the city, but they must
collectively decide when to attack

Explain about Security policies and variety functions of IDS

An intrusion detection system definition includes installing a monitoring
system that helps detect suspicious activities and issue alerts about them, Depending
upon these alerts, a SOC (security operations center) analyst or the incident responder
investigates the issue and takes the required steps to eradicate the threat.
While these systems are quite effective for detecting malicious activity, they sometimes
generate false alarms. So, organizations need to fine-tune them at the time of installation.
This means you need to properly set up the infrusion detection system to identify what
normal traffic on the network looks like.
Additionally, the intrusion prevention system also keeps a check on the network packets

to detect malicious activity,
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OR

11b  Explain about Types of firewalls

12a

12b
13a

There are mainly three types of firewalls, such as software firewalls,
hardware firewalls, or both, depending on their structure. Each type of firewall has
different functionality but the same purpose. However, it is best practice to have both to
achieve maximum possible protection.

A hardware firewall is a physical device that attaches between a computer network and
a gateway. For example- a broadband router. A hardware firewall is sometimes referred
to as an Appliance Firewall. On the other hand, a sofiware firewall is a simple
program installed on a computer that works through port numbers and other installed
software. This type of firewall is also called a Host Firewall.

Besides, there are many other types of firewalls depending on their features and the
level of security they provide. The following are types of firewall techniques that can
be implemented as software or hardware:

Packet-filtering Firewalls

Circuit-level Gateways

Application-level Gateways (Proxy Firewalls)

Stateful Multi-layer Inspection (SMLI) Firewalls

Next-generation Firewalls (NGFW)

Threat-focused NGFW

Network Address Translation (NAT) Firewalls

Cloud Firewalls

Unified Threat Management (UTM) Firewalls
Packet-filtering Firewalls

Application-level Gateways (Proxy Firewalls)
Stateful Multi-layer Inspection (SMLI) Firewalls
Next-generation Firewalls (NGFW)
Threat-focused NGFW

Werite short notes on Security management Security
Security management covers all aspects of protecting an organization’s assets —

including computers, people, buildings, and other assets — against risk. A security
management strategy begins by identifying these assets, developing and implementing
policies and procedures for protecting them, and maintaining and maturing these
programs over time.

Purpose of Security Management
2. Network Security Management
3. Cybersecurity Management

Write short notes on control for Enforcing security Policies in Distributed System
Explain about Symmetric and Asymmetric Mutual Authentication Methods

Asymmetric and symmetric encryption are two primary techniques used to secure data.
Symmetric encryption uses the same key for both encryption and decryption, while
asymmetric encryption uses a pair of keys: a public key for encryption and a private key
for decryption. ELIS: Imagine symmetric encryption as a single key that locks and
unlocks a treasure chest, while asymmetric encryption uses two keys—a key to lock
(public) and a different key to unlock (private).

Choosing between asymmetric vs symmetric encryption can be a difficult choice, so here
are some key differences:

Speed: Symmetric encryption is generally faster than asymmetric encryption, as it

Dr. G. Balakrishnan, M.E, Ph.D,,
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requires less computational power, making it suitable for encrypting large amounts of
data.

Key distribution: In symmetric encryption, secure key distribution is crucial, as the
same key is used for both encryption and decryption. Asymmetric encryption simplifies
key distribution, as only the public key needs to be shared, while the private key remains
confidential.

Key usage: Symmetric encryption uses a single shared key for both encryption and
decryption, while asymmetric encryption employs a pair of keys: a public key for
encryption and a private key for decryption.

Use cases: Symmetric encryption is ideal for bulk data encryption and secure
communication within closed systems, whereas asymmetric encryption is often used for
secure key exchanges, digital signatures, and authentication in open systems,

Security: Asymmetric encryption is considered more secure due to the use of two
scparate keys, making it harder for attackers to compromise the system. However,
symmetric encryption can still provide strong security when implemented correctly with

strong key management practices.

136 Explain about Security policies and variety functions of IDS
A system called an intrusion detection system (IDS) observes network traffic for
malicious transactions and sends immediate alerts when it is observed. It is software that
checks a network or system for malicious activities or policy violations. Each illegal
activity or violation is often recorded either centrally using a SIEM system or notified to
an administration. IDS monitors a network or system for malicious activity and protects
a computer network from unauthorized access from users, including perhaps insiders.
The intrusion detector learning task is to build a predictive model (i.e. a classifier)
capable of distinguishing between ‘bad comnections’ (intrusion/attacks) and ‘good

{normal) connections’.

IDS work

. An IDS (Intrusion Detection System) monitors the traffic on a computer network to
detect any suspicious activity.

» It analyzes the data flowing through the network to look for patterns and signs of
abnormal behavior.

. ‘The IDS compares the network activity to a set of predefined rules and patterns to
identify any activity that might indicate an attack or infrusion.

. If the IDS detects something that matches one of these rules or patterns, it sends an
alert to the system administrator,

. The system administrator can then investigate the alert and take action to prevent any

damage or further intrusion
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