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REVIEW OF COURSE FILE
(to be pasted on the inner side of the file-backside).(#-State Yes/No.)
S.N | Details o * R-III- R-IV- R-V-
Date: RIFZRIFE | g | rgs | *&$@
1. | Preface of the course file v
) Vision, Mission, PEOs, POs, PSOs, Blooms y
) taxonomy N
3. | Subject handlers of yesteryears v
4 Timetable/Workload of the staff — Distribution of
" | teaching load — Roles and Responsibilitics \
5. | Syllabus signed by staff & HoD y
6. | Lecture Schedule signed by staff & HoD V |
7. Course Committee meeting circular and minutes R/
8 Identification of Curricular gap and Content r
" | Beyond the syllabus \4 - |
9. | Self-study topics )
10. | Previous AU Question papers Y _ 5
11. | Unit wise Q&A and Objective type questions \/
12. | Unit wise course material . ) Yy >/_ v
13 Assignment question paper with sample answer
* | sheets and mark entry Yy }’ }’
- 14. | Tutorial question paper with key and mark entry AV " v
15, | Class test/IA test Q Paper with Key, sample . '
* | answer papers and mark entry V y }/
16 1A Tes.t- result analysis-CAP-evidence-root cause 4
7 | emalysis. - ¥ y
17. | Retest —Q paper-Attendance-marks \Vj \Y vV
18. | AU Web portal eniry sheet {/ J(v {y
19 Very poor performance in first two t.ests-action 7 ' )
* | taken.-communication to parents-evidence y y
20 Absence for two tests-action taken-communication
" | to parents-evidence. B B Y _y
21. | Indiscipline of student reported, if any
Special class/coaching class/remedial '
E | clElss/attendince-CAPg L y | )/ V
23. | Conduct of Seminar, Quizzes - proof
24. | Content beyond the syllabus - proof - \/
25. | Student feedback on faculty \ )
26. | Course end survey - . \:}
27. | Internal Assessment sheet \’;
28. | AU question paper with students feedback {,
79 Discrepancy of the question paper and R {
* | correspondence, if any \/
30. | AU result analysis-Details of arrear students. I 1 y_
31. | AU grade sheet B \/
32. | CO-PO & PSO attainment sheet N \/_ |
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CP5292 INTERNET OF THINGS LTPC
3003

OBJECTIVES:
U To understand the fundamentals of Internet of Thing
L} To learn about the basics of IOT protocols ‘
U To build a small low cost embedded system using Raspberry Pi.
U To apply the concept of Internet of Things in the real world scenario,

UNIT I INTRODUCTION TO IoT ‘ 9
Internet of Things - Physical Design- Logical Design- ToT Enabling Technologies - ToT Levels & Deployment

Templates - Domain Specific IoTs - ToT and M2M - IoT System Management with NETCONF-YANG- IoT
Platforms Design Methodology

UNIT Il IoT ARCHITECTURE 9
M2M high-level ETSI architecture - IETF architecture for IoT - OGC architecture - 10T reference model -

Domain model - information model - functional model - communication model - IoT reference architecture

UNIT I IoT PROTOCOLS 9 .
Protocol Standardization for IoT - Efforts — M2M and WSN Protocols — SCADA and RFID
Protocols — Unified Dats Standards — Protocols — IEEE 802.15.4 — BACNet Protocol — Modbus-Zighee

Architecture — Network layer — 6LowPAN - CoAP - Security

UNIT IV BUILDING IoT WITH RASPBERRY PI & ARDUINO 9

Building IOT with RASPERRY P IoT Systems - Logical Design using Python — JoT Physical Devices &
Endpoints - IoT Device -Building blocks -Raspberry Pi -Board - Linux on Raspberry Pi -Raspberry Pi Interfaces -
Programming Raspberry Pi with Python - Other IoT Platforms - Arduino.,

UNIT V CASE STUDIES AND REAL-WORLD APPLICATIONS 9

Real world design constraints - Applications - Asset management, Industrial automation, smart grid, Commercial
building automation, Smart cities - participatory sensing - Data Analytics for 0T ~ Software & Management
Tools for IoT Cloud Storage Models & Communication APIs - Cloud for IoT - Amazon Web Services for JoT.

TOTAL : 45 PERIODS

OUTCOMES:
Upon completion of this course, the students should be able to:

[* Analyze various protocols for IoT

0 Develop web services to access/control IoT devices.
LI Design a portable IoT using Rasperry Pi

LI Deploy an IoT application and connect to the cloud.
U Analyze applications of IoT in real time scenario

REFERENCES: \
1. Arshdeep Bahga, Vijay Madisetti, —Internet of Things — A hands-on approachl,

Universities Press, 2015

2. Dieter Uckelmann, Mark Harrison, Michahelles, Florian (Eds), —Architecting the
Internet of Thingsl, Springer, 2011,

3. Honbo Zhou, —The Internet of Things in the Cloud: A Middleware Perspectivel, CRC
Press, 2012,

4. Jan Ho™ ller, Vlasios Tsiatsis » Catherine Mulligan, Stamatis » Karnouskos, Stefan
Avesand. David Boyle, "From Machine-to-Machine to the Internet of Things -
Introduction to a New Age of Intelligence", Elsevier, 2014.

5. Olivier Hersent, David Boswarthick, Omar Elloum;j » —The Internet of Things — Key

Applications and Protocols, Wiley-2012 .
PP 7 Dr.G. Balakrishnan, ME, Ph.D,

Principal
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012,
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Leéture Schedule
Degree/Program: M.E / CSE Course code &Name: CP5292
Duration: EVEN Semester: I Section: Faculty:

AIM:
To understand the fundamentals of Internet of Things
OBJECTIVES:
To understand the fundamentals of Internet of Things
« To learn about the basics of IOT protocols
* To build a small low cost embedded system using Raspberry pi.
»To apply the concept of Internet of Things in the real world scenario

COURSE OUTCOMES:
After the course, the student should be able to:

€O | o Tor o — Course Outeomes _|_POs | PSOs
C213.1 | Analyze various protocols for JoT 1,2,3,4 } 1,2 3

b

C213.2 | Develop web services 10 accessicontrol ToT devioes N S P Y
[ C213.3 | Design s poriable ToT usng RapemyPt e T Thesalis |
[C2134 Pegl(_)y_an_IgT_applicaﬁon and connect to the cloud — 11234 12 |
j C_2_11_3_.5_4‘ Amnalyze appg'(_:itipns of IoT in real time scenario .1 1L2340 12 m;

I — T
— — | -
SNo | Date | Period Topics to be Covered | ek
| UNIT 1 - INTRODUCTION T0 13T o —— ’"!'
' T fods : |
. o — . Targetperiods:g _ ——y
__L&‘JL@_@_{__Q___Mz_lqt@nstgt;lh_ln@:h___ . o e -
2 1 an] g — TysicalDesign .
-3 Booo] 3  Logical Design ——— T :
4000 6 IoT Enabling Technologies - . |
-5 Qo8 o 1 10T Levels & Deployment Templates — ] T
S Quidp) € ol SpooifieloTy — T B | |
7 58080 3 oTandMaM O N _jl_w_. .
8 QuLgp!l - T Sy_stemManf_ig:_cm_eﬂt_\yit!l?‘lFiC_QNF-YANi_ ol R - S ]

9 41180l o 10T Platforms Design Methodology — O %
| i

1 — 1 =l — =
' UNITII - JoT ARCHITECTURE
' Target periods :9 o Principal

Dr. G. Balakrishnan, ME, PRD—

|

10 28.1.&] 5 ioT andMaM . Indra Ganesan College of Frginearing

1 _!50 el 3 fIETFarchitectureforIoT IG Valley, Madurai Majn Road |
13 [o g o] L OGCarchitooturg . e SO Vley M  Trichy-620012— = -
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1 ToT reference model -

14 2900 o _—
IIL@, 222l 3| Domain model - information maodel - . -
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Efﬁ_ 3 [ functomalmodel R S

6.3.2a] - - = — .

I | communication mode i

,_ m 2 N K Io_’l';ef_érgncearc}ﬁtecture o _ - B v “—T}‘ !

| |

; UNIT I - foT PROTOCOLS o ‘7{
| _ _Target Periods :9 "
= ———— - I

11 e?_.,n'la' ! Protocol Standardlzahon for IoT I el ]
J\;J‘L@. 3_ | Efforts — M2, MZMdndWSNProtoco]s——_____ — T/

[ 21 a sSCADAandRFIDProtocols~ . ——
| 3*1 g‘gﬂj { Unified Data Standards e o N ?
23 23 19 g0 ; " Protocols — IEEE 802,154~ ) L N
| 24 gfb . Ql, 2 BACNet Protocol - Modbus— Ziu bce Archltectu_re e - T ;
| 25 2. 2800 ! Network layer 6LowPAN CoAP - > - Security e AL“_*“___M

UNIT IV - BUILDING IoT WITH RASPBERRY PI & ARDUINO |
___Target Periods :9 |

126 .3 op] b Building [0T with RASPERRY PI _ T R
. 27 D220 ¢y TToT 8y oT Systems . 4 L _ %:
28 112,220/ 2 | Logical Design using Python _ —
f 29 { L IoTPEs:cal Dewces&Endpo:gts - - B |
| 3_ 97 8 on ,g ' IoT Device : -Building blocks N e T
R e ———
[ L L Linux onRaspbenyPl- e — j o
| 33 gj 3 4 Raspberry Pi Interfaqes- MMMMM . |
;' 3: g%&ﬁ .? MRaspbem Pi with Python - Other IoT Platforms - Arduino n jJ ]
fUNITV CASE STUDIESANDREAL WORLD APPLICATIONS  ~~ — —~ — |
_ Target t Periods:9 L _ ‘_{
35 O . _5 Real worlddns onstraints - Applications - N
L‘ 36 ’ 14 M | Asset managem%lndusmal | aufomation, - .,:J
- 374& 226l SMM, e e .7L e ]
| 38 [V, &._:_ o Commcrcxal buxldnm aummatmn e -
L_3_9_fﬂ .z,,&&_;_.s_- . Smartcites - partcipatory sensing - | | D
| 40 }"’ '] 90 . Data Analytics for IoT — Soﬂware&Management Tools for IoT Cloud _ {
— 1 - StoraﬁeModels s —— o N
| { -
| :; o Y| JL | Communication APIs- S T
..___MLLL;J_Q.Qg Q__ | Cloud for IoT - — .
43 2.4 mT_M ~I Amazon Web Services | for IoT.. ) o
___Lawl_aq _ /REVISION S
5 W1l & b, |REVISION - i

| Ph.D.,
pr.G. Balakrlshnan M.E.,

Principal
esan College of Engm(’eznng
" Madurai Main Ro
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Book Reference - Text Books

IE. | Title of the Book Author Publisher | Year I
( 1 | "From Machine-to- Jan Ho" ller, Viasios Elsevier 2014 —f
Machine to the Tsiatsis , Catherine
Internet of Things - | Mulligan, Stamatis ,
Introduction to a Karnouskos, Stefan
New Age of Avesand. David Boyle, i
Intellizence”, [
2 —The Internet of | Olivier Hersent, David Wiley, 2012 ]
Things - Key Boswarthick, Omar
applications and Elloumi , —
Protocols
3 Internet of Things — | Arshdeep Bahga, Vijay Madisetti, Universities Press, 2015
A hands-on
approachl,
4 Architecting the Dieter Uckelmann, Mark Harrison, Springer, [ 2011,
Internet of Thingsl, | Michahelles, Florian (Eds),
|
5 | The Internet of Honbo Zhou CRC Press, 2012,
Things in the Cloud:
A Middleware
Perspectivet
Website References
htt; i/ tel.iitm.ac.in/courses.*h: Zbranch=Comyute
www.freebooks; ot.com
),
ISPV 0 Hudot—
Signature of the Faculty in-charge 7~ HoD / CSE

Dr. G. Balakrishnan, M.E,, Ph.u.,
Principal o
Indra Ganesan College of Engineering

-~
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

[dentification of Curricular Gap & Content Bevond Svllabus(CBS)

Name of the Faculty : DB RENA  Course Code & Name: CP5292 INTERNET OF THINGS
Degree & Program: M.E/CSE Semester & Section: I .ME/A
Academic Year: 2019 -2020 /EVEN

LMapping of Course Qutcomes with POs & PSOs.( before CBS)
__Table.1 Mapping of COs, C, PSOs with POs - before CBS.

[Course P01 |PO2 PO3  [PO4 TPOS | FO6 |
([>T N N N 2 o . T
T U T N S R 0 N S R
C202.3 ~ 3 23 22 1 -
C203.4 s _ 1 3 | 2 T2 T ]
[Ca045 ERNR I 2 1o
1€2056 ;3 | 3 |2 T 2 o1
I1. Identification of content beyond syllabus.
] B ____ TYable.2 Identification of eontent ?eio_nd syllabus :
Details of Content Beyond Syllabus(CBS) added POs strengthened/ CO/Unit

| S S o) Vacantfilled | |
| Embedded computing logic, Microcontroller, System on | PO5(1) Vacant f C201.1/1
Chips _ filled i )

S— SR e

II1. Mapping of Course Outcomes with POs & PSOs. (After CBS)
Table.3 Mapping of COs, C, PSOs with POs- after CBS.

Course | POI  PO2 | PO3 PO4 | POS POG |
I 1 S T T B A B W
C2022 3 _p 3 | 2 ¥ 3] 1 1-
fczoz;i 3 o 3 | 22 1T
QB4 3 [ 3 2T 2 | - -
C204.5 | 2 2 1

Signature of the Faculty HoD/CRE

Dr.G. Balakrishnan, ME, Ph.D,
Principal
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012.
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

o - Proof of ff"’on’tent'ﬁ@ond Svllabus
Name of the Faculty : DB RENA Course Code & Name: CP5292 INTERNET OF THINGS
Degree & Program: M.E/CSE Semester & Section: /A
Academic Year: 2019 -2020 /EVEN

TOPIC; Embedded computing logic, Microcontroller, System on Chips
Arduino Device:

Arduino devices are the microcontrollers and microcontroller kit for building digital devices that can be
Sense and control objects in the physical and digital world. Arduino boards are furnished with a set of
digital and analog input/output pins that may be interfaced to various other circujts, Some Arduino boards
include USB (Universal Serial Bus) used for loading programs from the personal computer.

Intel Galileo:

The Intel Galileo Gen 2 Board includes the parts such as Inte} Quark SoC processor, 256MB RAM,
multiple ports and Supports for Arduino device,

Bluetooth Low Energy (BLE) Intelligent Beacon:

A Bluetooth low energy beacon device is used to track the object located at a real time. Many companies
se it to track the location of employees, assets, patients, and more jn real time. This service primarily
focuses on manufacmring, retail, and healthcare services,

and appearance of things, ctc.
o Send and receive data: [oT devices are able to send and recejve the data over the network

connection,

Dr.G. Balakrishnan, ME, .. .
Principal
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012,



IoT Devices

Signature of the Faculty /

Dr.G.Bal:’ "“™+2n %%, PhD,
oo
Indra Goneran Coiege of Engineering
IG valley, Madurai Main Road
Manikandam, Trichy-620 012.
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DEPARTMENT OF COMPUTER SCIENCE AND EN GINEERING

Asggnment Answer Sheet

Name of the Student : /\7 . &’Lsmi‘

AU Register Number: 81 8,1 8 Lo 500
i Assignment — 01 i fDateoflssue_~B?,cLJ fy}) | Marks f 1_(]

Coursecode Cpﬁp}@@ ’Con_lrse Title }h;‘,w} QF ngs
Year K MSemwter/Section ‘_ ljrm - : ?:a_teg_f E)ilusswn f R0 Qp

e, L_ S oo

QNo; h ' Questions o CO

JiLm \_jb.tm.nug}g_[ LA%‘er(Lmzmd Mﬂgmmmg”

. f(a,fn}_iai& inle ‘% ABTONE  Lotvor ¢n Jiu:_- L }f Ao,

LP_,,__ S

Mark Aliocation

! Rubrics ' Marks Allocated | Marks obtained |
_____ ] SEE S
Content Quahty
} T
[ Presentahon Quahty | 3 02 .
IL o 'Pimely submission ' % .- __n_____:{._ -
- .Totalmarks T E o {0_ T R _@? -

Name and Signature of the Faculty Incharge x

Dr. G. Balakrishnan, M.E, Ph.0,,
Principal
Indra Ganesan College of Engineering
¢ Valley, Madurai Main Road
arixendarr, Trichy-620 012
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(Approved by AICTE, New New Delhi, Affihated to Anna \nna University, Chennai-25)

- IQAC Academic Audit Form
ACADEMIC YEAR: 20212022 EVEN/ODD SEMESTER

ﬁarﬂ;;f Department : é 7) ; Year / Sem / Sec : J:ﬁ: ! 1l No of Students Registered :
T

1/1A Test-2/ IA Test -3 / Model Test

. = ,
B = _ =8 L-;_u ;E_ﬂ g8 f
o e =l 8B = <]
£ £ £ | BES E%f;gggzﬁiif E
“| £ | 2g= |EfzwE|Z %] & 8
| [~ i
| = = LA LEE LA
oo Cpooof

|
 ENR\JLo Soo|
A_prlp‘}i z;

Cpme 8121 Qpypo2. Yoo

i S S

_Verified by

[

f External Member Name and Signature'

Lo

( Internal Member Name and Signature:
|

Overall Remarks:

Gt

e

-

}
i

_ IQAC _rdinator Pringipal
——Pyincipal

Dr. G. Balakrishnan, M.E,, Ph.D,,
Principal
Indra Ganesan College of Engineering
IG Valley, Madurai Main Road
Manikandam, Trichy-620 012.
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STUDENT FEEDBACK ON FACULTY
THEORY COURSE

ACADEMIC YEAR: 2. 0(g - 20 SEMESTER 24
Name of Department : r Year /Sem: ~ Faculty Name |
ame of Dep | CSF T/# v | Me.D.-B-REN
Subject Code & Name | L
' | CPSA9A - INTERNET OF THINGKS |
= el
| w E| E | L §  EE ]
g =] B = = ‘B E B = 5
= 5 3 | B 5 5 E %
(%] ] = 3 A ca ]
=
=
a 4 J 2 ] 1
1. Delivery of Lectures by Interactive Communication o
2. | Use of Teaching Aids and ICT ]
v
3 Level of Preparedness & Knowledge Level N - -
N
4. Involvement in mentoring and guiding ) -
v
5. Effective Time management ]
v
6.
Is the teacher completing syllabus as per lecture schedule? v
7 Is the teacher distributing answer scripts of students as per
schedule? v’
8. Is the teacher addressing grievances on answer scripts of IA N
while distributing?
9. |
Is the teacher covering content beyond syllabus (CBS)? o
10. | Is the teacher punctual to class? /
| | [ - .
HoD/ CSE o P pal




[ RegisterNamber: | [ [ [T [ [ [ ]]

. &b | INDRAGANESANCOLLEGEOFENGINEERING |

]} IGValley, Manikandam, Tiruchirappalli, TamilNadu-620012 Jndia
__(ApprovedbyAICTE, NewDeﬂnandafﬁhatedtoAnnaUmversxty, Chennai) L

| InternalAssessmentExam -l | Date/Session [ T Marks | 50 |
| Coursecode CPSZQZ___W | CourseTitle ' Internet of Thmgs B
| Regulation (2017 __ |Duration |90 minutes  AcademicYear | 201920 |
| Year | 2019-20 __{Semester T I ] Department | CSE |
' COURSEOUTCOMES o - |
CO1: Analyze various protocols for IoT -
[co2: ~ Develop web services to 1o access/control IoT devices ]
| CO3: ‘I Jesign a portable IoT oT using Rasperry Pi T
CO4 J)cploy an IoT ay application and connect to the cloud _ ;
| CO5: ,Analyze applications of IoT in real time scenario o B ]
QNo. [ ___Question _| €O [ BTS|
i PARTA
' (Answer all the Questions10x2
=20Marks) .
1 jI Yefine IoT ¢loT and how it works 1 1.1 §
| 2 |iistand explai explain in brief about Features of IoT. » 2_ | 1]
:_ 3 'l Jifferentiate web of things and IoT. B - _ 2 11 f
4 Givethe basic operations in [oT. B |2 ! «_2__{
| 5 |List out various IoT Protocol N _ I
|6 [Formulate the IoT maturity levels. B 2 12
| 7 lowloT templates are classified? | 2 | 2]
8 Summarize the application of YANG. - 2 [ 277
| 9 |List out the features of NETCONF. o | 2 | 2|
10 ' Brmg out the system management in IoT. S 13 1 2 4
| PARTB
| (Answer all I theQuestions 2x1 0=20Marks) ‘
S 11a ': “xplain the working methodology of IoT in detail ' I 2 { 2
| .
o OR I
] 11b | Explain physical design in detail with an example, - — 2 | 2
' 12a —'Wnte about the IoT embhng technologies 2 f 2 ]
- u)bgplam the Catecories of enabling technologies in sindetail N S [
OR '
||_ 12b  [xplain the hardware’s necdedfor preventing intrusions in smart i toities —— NN
| PARTC {
.. o (Answer all theQuestions s 1x10=10Marks) L ]
| 132 Analyze in Dcployment templates in detail (13) ) R P2 _.t 2}
| OR i
| 13b_ Jixplain Domain specific IoT with an example I N

QEHC;_
CourseFa =?Ar 1.9 | B
: ) Dr. G. Balakrishnan, M.E, Ph.D.,
e Principal ' '
Indra Ganesan College of Engineering

IG Valley, Madurai Main Road

p s e dam, Trichy-620 012,

(Name/Sign/Date)
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@ / INDRAGANESAIVCOELEGEOFENGINEERING o

IGValley, Manikandam,Tiruchirappalli, TamilNadu—620012,Indja
- A _{(ApprovedbyAICT E, Nengl_l_t_iandaﬂﬂiatedtoénEa_Un_iv rsity, Chennai)

G temalAssesmentExam 1| DatefSession | | Marks 55
| Coursecode | CP5292 —CourseTitle | Internct of Things N,

Reguinton  [2007 [ Duragiog - |0 minutes | AcademicYear j201920
Year 1201920 Semester 1"y | Department | CSE
L_(;OURSI_Z}QUTCODIES = wm 1 LT S

€Co1: A nalyze various protocols for loT _
[ CO2: _-Ti)_ev;lgp_vs}ela_;&vicw fo access/control ToT devices : - e
{ CO3: Design a portable ToT using Rasperry Pi - T

| CO4:” Deploy an ToT application and connect to the cloud  ~

| CO5:  Analyze applications of IoT in real time scenarip
TR 0 Mreal time scenario ——— SR
ANSWER KEY
PARTA

(Answer all the Questions 10x2 =20Marks)

1. Define IoT and how it works.

An IoT ecosystem consists of web-enabled smart devices that nse embedded systems -- such
as processors, sensors and communication hardware -- to collect, send and act on data they acquire

from their environments,

2. List and explain in brief about Features of IoT

Connectivity

Autonomy & Interoperability |
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As technologies evolve, their features change and improve over time. As a relatively new
technology, the IoT is evolving rapidly, with an increasing focus on autonomy and interoperability.
Autonomy is a key feature of IoT that allows devices to Operate without human intervention. This is

particularly vulnerable to security breaches. While security is an essential feature of IoT devices, it’s
important to note that security updates may not be available for all devices,

3. Differentiate web of things and JoT

1. From the developers perspective, the WoT enables access and control over foT
resources and applications using mainstream web technologies (such as HTML, 5.0,
JavaScript, Ajax, PHP, Ruby n Rails, etc)

3. Sl building the WoT has various scalability security etc challenges especially as part
of a roadmap towards 3 global WoT,

4. While IoT is about creating a network of objects, things, people, system and
applications, WoT tries to integrate them to Web,

5. Technically speaking WoT can be thought as flavor/Option of ag application layer
added over the IoT"s network layer.

system)
Give the basic operations in IoT.

The basic process of how IoT works is as follows: A group of physical devices is wired or
wirelessly linked to each other and/or a centra] area. The devices collect data from the

external world using some kind of sensor,

o

List out various [oT Protocol

w

device, device-to-gateway, gateway-to-data center, or gateway-to-cloud communication, as
well as communication between data centers. N\ e

Formulate the ToT maturity levels

&«
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‘First stage: Using IoT data o streamline processes >
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Second stage: Creating new revenue streams

7. How IoT templates are classified?

ThingsBoard Cload Provides convenient YoT solution templates to reduce tinre-to-
market for your foT products. The template includes interactive dashboards, processing
logic, sample devices, users and all other required entities,

8. Summarize the application of YANG.
Positioned as a next-generation modeling language, YANG is used to build data models,

It is used to model the configuration data, status data, RPCs, and notifications used by
network configuration management protocols (such as NETCONF and RESTCONF).

9. List out the features of NETCONF.

NETCONF Standard Features

NETCONF defines a series of standard capabilities, which enhance the NETCONF
functionality and strengthen the fault tolerance and scalability. This facilitates the implementation of
the NETCONF-based open network management architecture, and provides an efficient method for

vendors to develop new functions,

Writable—running capability

This capability indicates that a device supports direct writes to the <running/> configuration
datastore. Specifically, the device supports <edit-config> and <copy-config> operations on the
<running/> configuration database.

Candidate configuration capability

Confirmed commit capability

This capability indicates that a device Supports the <confirmed> and <confirm-timeout>
parameters for the <commit> operation. This capability is mainly used in service trial run and
verification scenarios,

<confirmed>: commits and converts the configuration data in the <candidate/> datastore into
configuration data in the <running/> datastore.

<confirm-timeout>: specifies a timeout period for confirming the <commit> operation, in

seconds. The default value is 600,

This capability is valid only when a device supports the candidate contiguration capability.



Rollback-on-error capability

This capability allows a device to perform a rollback if an error oceurs. Specifically, "rollback-
on-error” can be carried in the <error-option> parameter of the <edit-config> operation. If an error
occurs and the <rpe-error> element is generated, the server stops performing the <edit-config>
operation and restores the specified configuration to the state before the <edit-config> operation is

performed.

10. Bring out the system management in [oT.

IoT systems have complex software, hardware (sensors, actuators), network resources, data
collection, analysis services, communication protocols, and user interfaces.

The need for managing IoT systems are;
1. Automating Configuration:

System management interfaces provide predicate and easy-to-use management capability to
automation system configuration when a System consists of multiple devices or nodes.

Ensures all devices have the same configuration and variations or errors due to manual
configurations are avoided,

2. Mounitoring Operational & Statistical Data:

e

Operational data:- the system's operating parameters that are collected by the system at runtime.

Statistical data:- system performance (e.g. CPU and memory usage) data for fault diagnosis or
prognosis (forecasting),

3. Improved Reliability:
By validating the system configurations before use,

4. System-Wide Configuration:
IoT systems consist of multiple devices or nodes, which have wide system configurations
for the correct functioning,
Each device is configured separately (either manual or automated),
Used in system faults or undesirable outcomes.
Ensures that the configuration changes are either applied to all devices or to none.

In the failure, the configuration changes are rolled back.

5. Multiple System Configurations:
Some systems have multiple valid configurations according to different times or in certain
conditions.

6. Retrieving & Reusing Configuratious
Help in reusing the configurations for other devices of the same type.
Ensure that when a new device is added, the same configuration is applied.
The management system can retrieve the current configuration from a device and apply ihe same

to the new devices,
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